UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN NGQC HOI Poc 13p - Ty do - Hanh phic

Sb: 265 /UBND-TH Ngoc Hoi, ngay 28 thang 07 nam 2022
VIV 16 hong bao mat anh
huong cao va nghiém trong
trong c&c san pham Microsoft
cdng bé thang 1/2022.

Kinh gui: q
- Cac co quan, ban, ngénh, doan thé huyén;
- UBND céc xa/thi tran.

Cén clr Véan ban sO 85/STTTT-TTBCXB ngay 19 thang 01 nam 2022 cua S¢
Thong tin va Truyén thong tinh vé viéc 10 hong bao mat anh huong cao va nghiém
trong trong cac san pham Microsoft cong bo thang 1/2022 (c6 van ban gui kem theo).
Ngay 11/01/2022, Microsoft da phat hanh danh sach ban va thang 01 v&i 96 16 hong
bao mat trong cac san phdm cua minh. Ban phat hanh thang nay dac biét dang chu y
cac 10 hong bao mat c6 kha nang anh huéng dén cac hé thong thong tin trén dia ban
huyén nhu sau:

1. Céc 16 hong cé6 mirc anh hwéng Nghiém trong:

- L3 hong bao mat CVE-2022-21907 trong HTTPProtocol Stack (http.sys) cta
Windows, cho phép doi tugng tan cong thuc thi ma tir xa ma khong can xac thuc.

2. Céc 16 hong c6 mirc anh hwéng Cao:

- L3 hong bao mat CVE-2022-21857 trong Active Directory, cho phép d6i
tuong nang cao dac quyén.

-,LS hong bao mat CVE-2022-21840 trong Microsoft Office, cho phép d6i
tuong tan cong thyuc thi ma tur xa.

-,LS hong bao mat CVE-2022-21911 trong .NET Framework, cho phép d6i
tuong tan cong thuc hién tan cong tir chdi dich vu.

- L6 hong bao mat CVE-2022-21836 trong Windows Certificate, cho phép d6i
tuong tan cong gia mao.

- L& hong biao mat CVE-2022-21841trong Microsoft Excel, cho phép d6i
tuong tan cong thuc thi ma tu xa.

- L& héng bao mat CVE-2022-21842trong Microsoft Word, cho phép dbi
tuong tan cong thuc thi ma tu xa.

Nhim diam bao an toan cho cac h¢ thong thong tin trén dia ban huyén.
UBND huyén yéu cau cac don vi trién khai thuc hién mot s0 n¢i dung sau:

- Kiém tra, ra soat, xac dinh may sir dung hé 7diéu hanh Windows c6 kha nang
bi anh hudng. Thyc hién cép nhét ban va kip thoi dé tranh nguy co bi tén cong (tham
khdo thong tin tai phu luc kem theo Van ban so 56/CATTT-NCSC).

- Tang cuong giam sat va san sang phuong 4n xir Iy khi phat hién c6 dau hiéu
bi khai thac, tdn cong mang; dong thoi thuong xuyén theo ddi kénh canh bdo cua céac



co quan churc néng va cac t6 chirc 16n vé an toan thong tin dé phat hién kip thoi cac
nguy co tan cong mang.

- Trong trudng hop can thiét co thé lién hé dau mbi hd trg cua Cuc An toan
thong tin: Trung tdm Gidm sat an toan khong gian mang qudc gia, di¢n thoai
02432091616, thu dién tir: ais@mic.gov.vn.

Béo céo két qua thuc hién vé UBND huyén (qua Phong Vin héa va Thong tin
huyén) trudc ngay 16/02/2022.

Y&u cau co quan, don vi, dia phuong nghiém tac, trién khai thuc hién./.

Noi nhén: TM. UY BAN NHAN DAN
- Nhu trén (t/h); 5
- Thuomg true Huyén ity (b/c) KT. CHU TICH

_ Chu tich, cac Ph6 Cha tich UBND huyén; PHO CHU TICH
- CVP, PCVP;

- Phong VH-TT huyén;
- Trang TTDT huyén;

- Luu: VT, TH.
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