UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN NGQC HOI Poc 13p - Tw do - Hanh phic

S6: 1092 /UBND-VHTT Ngoc Hoi, ngay 24 thang 4 ndm 2022

VIv 15 hong bao mat c6 mirc anh
huong Cao trong cac san pham
Microsoft cong b6 thang 04/2022

Kinh gui: q
- Cac co quan, ban, ngénh, doan thé huyén;
- UBND céc xa/thi tran.

Thyc hién van ban gé 612/STTTT-BCVT&CNTT ngay 18 thdng 04 nam 2022
cua So Thong tin va Truyen thong tinh V/iv 16 hong bao mat c6 mirc anh huodng cao
trong cac san pham Microsoft cong bo thang 04 nam 2022.

~ Ngay 12/04/2022, Microsoft dé phat hanh danh sach ban va thang 4 voi 128 15
hong bdo mat trong cac san pham cia minh. Ban phat hanh thang nay dic biét dang
chiy sau:

Cac 16 hong bao mat ¢6 muc anh huong Nghiém trong:

- ,Lc*) héng bao mat CVE-2022-26809 trong RPC Runtime Library cho phép d6i
tuong tan cong thyc thi ma tir xa voi dac quyen cao trén hé thong bi anh hudng.

- 02 15 héng bao mat CYE-2022-24491,CVE-2022-24497 trong Windows
Network File System cho phép doi tuong tan cong thuc thi ma tr xa véi dac quyén
Cao.

Céc 16 hong bao mat c6 mirc anh huong Cao:

- ,LS héng bao mat CVE-2022-26815 trong Windows DNS Server cho phép ddi
tuong tan cong thyuc thi ma tur xa.

-,LS hong bao mat CVE-2022-26904 trong Windows User Profile Service cho
phép doi tuong tan cong thuc hién tan cong nang cao dac quyén. Lo hong nay da co
ma khai thac cong khai trén Internet.

- L6 hong bao mat CVE-2022-26919 trong Windows LDAP cho phép doi
tuong tan cong thuc thi ma tur xa.

- L& hong bao mat CVE-2022-24521 trong Windows Common Log File
System Driver cho phép doi tuong tan cong thuc hién tan cong nang cao dac quyén.

Thong tin chi tiét cac 16 héng bao mdt co tai phu luc kem theo Van ban s6

508/CATTT-NCSC.

Pé dam bao an toan thdng tin cho cac hé thdng thong tin trén dia ban huyén,
Uy ban nhan dan huyén yéu cdu cac co quan, don vi, dia phuong thuc hién:



1. Kiém tra, ra soat, xac dinh may su dung héqdiéu hanh Wind0w§ c6 kha nang
bi anh huong. Thyc hién cép nhat ban va kip thoi d€ tranh nguy co bi tan cong (tham
khao thong tin tai phu luc kéem theo Van ban so 508/CATTT-NCSC).

2. Tang cudng giam sat va san sang phuong an xu 1y khi phat hién c6 dau hiéu
bi khai thac, tdn cong mang; ddng thoi thuong xuyén theo ddi kénh canh bao cua cac
co quan chirc ndng va cac t6 chirc 16n vé an toan thong tin dé phat hién kip thoi cac
nguy co tan cong mang.

3. B4o céo gui vé UBND huyén qua Phong Vin hoa va Thong tin trudc ngay
10/05/2022 dé téng hop.

Y&u cau co quan, don vi, dia phuong nghiém tic, trién khai thuc hién./.

Noi nhén: TM. UY BAN NHAN DAN

- Nhu trén (t/h);
- Chu tich, céc Pho Chii tich UBND huyén; KT CHU TICH

- CVP, PCVP;
- Trang TTDT huyén;
- Luu: VT, TH.
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